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Conceptually, a signature scheme consists of
three steps: private key generation, signature,
and authentication. Private key generation in
NTRU-based signature schemes on a typical
laptop (Intel Core 17-6567U 3.30 GHz) takes
a long time (more than one second), while sig-
nature and verification take much less time (for
example, a thousandths of a second). The cur-
rent paper deals with providing solutions to re-
duce the time of private key generation. In this
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introduced and it is shown that the execution
time is significantly reduced by using it.
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Extended Abstract

Introduction

NTRU lattices have emerged as a specialized subset of general lattices, offering distinct advantages that
have garnered significant attention in the realm of cryptography. Their efficient implementation of com-
mon lattice algorithms has positioned them as a favorable choice for employment in asymmetric cryp-
tographic schemes, particularly those involving public key encryption and digital signatures. Within
NTRU-based schemes, fundamental components such as keys and ciphertexts are represented as polyno-
mials, reflecting the inherent algebraic structure of NTRU lattices.

Notably, the private key utilized in certain NTRU-based schemes is characterized by a polynomial of
low degree with exceedingly small coefticients, while the public key is represented by a polynomial with
large coefficients. This distinction effectively establishes short and long bases within the lattice structure,
contributing to the security and efficiency of NTRU-based cryptographic systems. The unique properties
of NTRU lattices have not only facilitated the development of robust cryptographic solutions but have
also sparked further exploration and research in the field, holding promise for continued advancements
in secure communication and data protection. Several lattice-based encryption schemes usually require
solving the NTRU equation to generate keys:

fG—gF=qmod x"+1

where f and g are constants, and the objective is to calculate F' and G for the equation. It should be noted
that the polynomials are in

Zlx]/ (" +1).

Conceptually, a signature scheme consists of three stages: key generation, signing, and verification. In
the context of NTRU-based signature schemes, the process of private key generation typically consumes a
significant amount of time, especially when executed on standard computing hardware such as a regular
laptop (Intel Core i7-6567U 3.30 GHz), where the generation process may exceed one second. Con-
versely, the signing and verification stages exhibit notably lower time requirements, often on the order
of milliseconds.

The current paper delves into the challenge of mitigating the time-intensive nature of private key
generation in NTRU-based signature schemes. It thoroughly examines existing methods and their asso-
ciated limitations, paving the way for the introduction of a novel approach rooted in the realm of number
fields. This innovative method showcases a remarkable reduction in the execution time required for pri-
vate key generation, presenting a compelling avenue for enhancing the overall efficiency and practicality
of NTRU-based signature schemes.

The introduction of asymmetric encryption systems by Diffie and Hellman in 1976 marked a signif-
icant milestone in the evolution of cryptography. At the core of asymmetric systems lies the concept of
employing a set of information along with a one-way function for encryption, which in isolation does
not provide sufficient data for decryption. For the decryption process, an additional finite set of informa-
tion, known as the “private key,” is indispensable, while the set of information required for encryption is
termed the “public key.”

The prevalent one-way function in asymmetric encryption, rooted in discrete logarithm and expo-

nentiation, serves as the cornerstone for well-known asymmetric encryption systems such as ElGamal,
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ECC, and RSA. These systems hinge on number theory problems that, with the emergence of quantum
computing, are susceptible to resolution. In response to this vulnerability, extensive research has been
directed toward exploring the complexity of lattice problems, aiming to identify alternative approaches
for asymmetric encryption that do not rely on lattice-based foundations. Notably, the NTRU encryption
system, a highly efficient lattice-based system, derives its resilience from the formidable challenge of
solving the Shortest Vector Problem (SVP) within lattices, presenting a compelling avenue for robust en-
cryption in the face of advancing cryptographic landscapes. This paper also delves into the mathematical
prerequisites needed for the study. Specifically, it includes a review of lattice concepts, gathering es-
sential concepts from NTRU lattices, studying number fields and related concepts, reviewing Karatsuba
multiplication (used in the paper), and finally examining ring structures.

A real-valued V module over R, which functions as a module over a set closed under addition and
scalar multiplication, transforms into a lattice when it is bounded by a finite set of real numbers. The
defining characteristic of a lattice lies in the presence of a bounded set of real numbers that can be added
to the set, establishing its fundamental structure.

In our pursuit of optimizing computations on polynomial rings, particularly in the context of solving
the NTRU equation, we have strategically employed number fields to enhance efficiency and perfor-
mance. This strategic utilization of number fields carries significant practical implications, particularly
for the post-quantum Falcon signature algorithm. Notably, our optimizations enable the complete utiliza-
tion of the Falcon signature algorithm on small microcontrollers or even smart cards, with the algorithm
requiring a mere 32 kilobytes of RAM to operate effectively. This level of resource efficiency extends
to the implementation of long-term secure NTRU lattices (degree n = 1024), showcasing that all signa-
ture operations, including signature generation, verification, and key pair generation, can be seamlessly
executed on such resource-constrained hardware environments. This breakthrough paves the way for
the widespread deployment of robust cryptographic solutions in diverse computing environments, from
embedded systems to loT devices, without compromising on security or performance.

We also list several open questions below:
Non-cyclotomic polynomials: In our description, we covered cyclotomic polynomials as a covering

module. This approach can be extended to other modules. In fact, for any module
v =¢'(a)

for some d > 1, the use of a “number field” can divide the degree by d for the purposes of calculating
residuals and solving the NTRU equation.

Even if ¢ is not irreducible in Q[z], i.e., if Q[x] /(i) is not actually a field, the general case remains a
problem for further investigation. However, the use of reducible modules in NTRU lattices is generally
not recommended.

While our achievements in memory management are indeed significant, the challenge of effectively
handling large integers remains a prominent concern that warrants continued exploration. From the per-
spective of implementation complexity, the prospect of eliminating large integers, for instance by con-
ducting all operations in the Residue Number System (RNS), without adversely impacting the execution
time and memory requirements of our algorithms, presents an intriguing area for further investigation
and potential optimization. This pursuit holds the promise of streamlining computational processes and
resource utilization, contributing to enhanced efficiency across a spectrum of cryptographic applications.

In addition to addressing the management of large integers, it is imperative to explore potential ap-
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plications of the method proposed in this paper to enhance the efficiency of other encryption algorithms.
Just as we have demonstrated a constructive application of a number field in this work, distinct from the
approach in a previous study, there is merit in investigating a constructive application of lattice track-
ing, as opposed to a different reference. This comparative exploration can shed light on the adaptability
and versatility of our proposed methodology within the broader landscape of encryption and security
protocols.

Furthermore, leveraging the method outlined in this paper to enhance attacks on a specific field or
even on field tracking holds the potential to yield valuable insights, opening up new possibilities for
specialized analysis applications in the realm of cryptography and security. These potential directions
for further exploration underscore the multifaceted implications of the research presented in this paper,
offering promising avenues for continued advancements in cryptographic techniques and their practical
applications. This comprehensive approach to exploring the broader implications of our work sets the
stage for future breakthroughs in the field of cryptography and computational security, paving the way

for innovative solutions and heightened resilience in the face of evolving security challenges.

Conclusion

We presented the use of the norm field to optimize some computations on polynomial loops, especially
the results and solutions of the NTRU equation. The second practical result is that Falcon’s post-quantum
signature algorithm is fully usable on small microcontrollers or even smart cards since 32 KB of RAM are
required to run our algorithm even for a long-term secure NTRU network (degree n = 1024). Enough.:
All operations related to signatures (signature generation, verification, and key pair generation) can be

placed on such limited hardware.
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1] Input a basis {v1, ..., v,} for a lattice L

2] Set k =2

(3] Set vf = vy

[4] Loop while k£ < n

[5] Loopj=1,2,3,...,k—1

[6] Set vy, = v — Vk’ ;1 v} [Size Reduction]
[7] End j Loop

8] If [|vf || > (% — u%,k_1> Hv,’;_le [Lov’asz Condition]
9] Setk=k+1

[10] Else

[11] Swap v and vi [Swap Step]

[12] Set k = max (k — 1, 2)

[13] End If

[14] End k Loop

[

15] Return LLL reduced basis {v1, ..., v,}

Note: At each step, vy, ...,v; is the orthogonal set of vectors obtained by applying Gram-
2

Schmidt to the current values of vy, . .., v}, and p; j is the associated quantity (vi vj) / ‘
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h=F;%g (modq).
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e=phxr+m (modq).
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fre=fx(phxr+m) (modq) = frxe=p.fxh*xr+ fxm (modq).
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ex f=p.fxFyxgxr+ f+xm (mod q)

= fxe=p.gxr+ fxm (modq).
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Public Parameter Creation

A trusted party chooses public parameters (N,p,q,d) with N and p prime,
ged (p, q) =ged (N,q) =1 ,and ¢> (6d+1)p .

Alice ‘ Bob

Key Creation

Choose private f€T (d+1,d) thatis invertible in
R, and R,,.

Choose private g€T' (d, d).

Compute Iy, the inverse of f in 1.

Compute F),, the inverse of f in R,,.

Publish the public key h=F*g.

Encryption
Choose plaintext meR,.
Choose a random r€T (d, d).
Use Alice’s public key h to compute
e=prxh+m (mod q).
Send ciphertext e to Alice.
Decryption
Compute

fre=pgxr+ fxm (mod q)
Centerlift to a€ R and compute

m=F,xa (mod p)
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Method Time complexity Space complexity
Resultant [18] O(n(n2 + B)) O(n2B)

HNF [26] O(n3B) O(n2B)

T SolverR O((nB)log2(3)1 K

ower.over ((nB)log2(3)logn) [K] O(n(B + logn) log )
(Algorithm 4) O(nB) [SS]
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1: do

5 ke | B

3 (F,G)«(F—kf,G—kg)
4:  while k+#0

5 return F, G
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Algorithm 2 TowerSolverR,, 4 (f, g)

Require: f,g € Z[z]/(z™ + 1) with n a power of two
Ensure: Polynomials F, G such that (2.2) is verified

R AT A S >

—_ = = = =
AT 2

if n =1 then
Compute u,v € Z such that uf —vg = GCD (f,g)
if § = GCD (f,g) is not a divisor of ¢ then
abort
(F,G) + (vq/d,uq/é)
return (F, G)

fre N > 19 F.G € L]/ (z/? + 1)
g < N(g)

(F',G") + TowerSolverR%’q (f'.q)

Feg* (z) F' (2?) > F,GeZ[z]/ (a"+1)

G+ f*(2)G (2?)
Reduce (f, g, F, Q)
return (F, G)
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